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Abstract 

The rapid digitalization of military operations has transformed cyberspace into a critical warfighting 

domain, particularly for the Indian Army. While technological defenses are vital, the "human 

dimension" remains the most significant variable in ensuring operational continuity under cyber 

stress. This paper presents a literature review and an assessment framework for cyber resilience 

among Indian Army personnel. By integrating Protection Motivation Theory (PMT) and Social 

Exchange Theory (SET), the study identifies key parameters for assessment: Perceived Threat 

(Severity and Vulnerability), Coping Appraisal (Self-Efficacy, Response Efficacy, and Response 

Cost), and Perceived Organizational Support (POS). The proposed framework suggests that cyber 

resilience is a socio-technical phenomenon where individual cognitive appraisals interact with the 

institutional environment to determine an organization’s ability to anticipate, absorb, and recover 

from cyber disruptions. Hopefully, this review will provide a basis for anyone interested in research 

on Cyber Resilience and help stimulate further interest 

Keywords : Cyber Resilience, Indian Army, Protection Motivation Theory (PMT), Social Exchange 

Theory (SET), Threat Appraisal, Coping Appraisal, Perceived Organizational Support (POS), 

Cybersecurity, Military Operations, Human Dimension, Digitalization, C4ISR, Structural Equation 

Modelling (SEM). 

 

 

1. Introduction 

The 21st century has ushered in a radical shift in warfare, driven by the proliferation of information 

and communication technology. Historically, military strength was defined by dominance in physical 

domains—land, sea, and air—but cyberspace has now emerged as an invaluable and anonymous 

sphere of warfare. For the Indian Army, this transformation is evident in the increasing reliance on 

networked systems for command, control, communications, computers, intelligence, surveillance, 

and reconnaissance (C4ISR).   

 

While these technologies act as force multipliers, they also amplify the "attack surface," allowing 

adversaries to disrupt communications or cripple operations without firing a single shot. Modern 

military doctrines, including the Joint Doctrine of the Indian Armed Forces, now recognize 

cyberspace as a primary enabler of joint operations. However, institutional measures like the 

Defence Cyber Agency (DCA) are only as effective as the personnel operating the systems.   

 

The "human dimension" remains the most significant variable in ensuring operational continuity 

under cyber stress. Technical defenses alone cannot compensate for a lack of personnel-level 
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resilience. Therefore, shifting from a preventive "cybersecurity" posture to a mission-focused "cyber 

resilience" framework—an organization’s ability to anticipate, absorb, and recover from 

disruptions—is a strategic necessity for the Indian Army. This resilience is a socio-technical 

phenomenon where individual cognitive appraisals interact with the institutional environment. 

 

 The paper highlights several critical pillars that define modern cyber resilience: 

A major risk in military environments is the belief that cyber defense is solely the responsibility of 

specialized technical units, which leads to decreased vigilance across the broader force. Resilience is 

shaped by how personnel evaluate the gravity of a risk (Threat Appraisal) and their confidence in 

managing that threat (Coping Appraisal). In addition, resilience is not just an individual trait but is 

reinforced by Perceived Organizational Support (POS), where leadership commitment and a culture 

of learning signal that the institution values secure behavior. Ultimately, cyber resilience in the 

Indian Army is viewed not merely as a technical requirement, but as a core human and 

organizational capability essential for national security. 

2.  Literature Review 

The development of this assessment framework is grounded in a comprehensive literature review of 

111 articles and papers spanning the evolution of cyber resilience, governing policies, and human 

factors in military operations. To ensure the quality and relevance of the data, specific inclusion and 

exclusion criteria were applied:   

2.1.Inclusion Criteria: 

2.1.1.Peer-reviewed journals, conference proceedings, and official  military doctrines 

related to cyber security and resilience.   

2.1.2.Studies focusing on psychological and organizational behavior  theories, 

specifically Protection Motivation Theory (PMT) and Social  Exchange Theory (SET).   

2.1.3.    Research published between 1964 and 2025 to capture both 

 foundational behavioral theories and contemporary digital threats.   

2.1.4.    Literature specifically addressing the Indian defense ecosystem, 

 indigenization under "Atmanirbhar Bharat," and the Joint Doctrine of  the Indian 

Armed Forces.   

2.2.Exclusion Criteria: 

2.2.1.    Non-academic technical blogs or opinion pieces lacking  empirical evidence 

or theoretical grounding. 

2.2.2.Studies focusing purely on hardware-based encryption or  network 

architecture without a "human dimension" or personnel  assessment component.   

2.2.3.   Outdated military strategies that do not account for the  emergence of 

 cyberspace as a primary warfighting domain.   

Prominent works guiding this review include Rogers' foundational research on Protection Motivation 

Theory, Eisenberger’s exploration of Perceived Organizational Support, and modern strategic 

assessments such as Mehra’s analysis of the Defence Cyber Agency and Poornima’s studies 

on the cyber preparedness of the Indian Armed Forces. Additionally, the review incorporates 

human-centric resilience scales developed by researchers like Joinson et al., establishing a 

multi-dimensional foundation for assessing how Indian Army personnel anticipate, absorb, 

and recover from cyber disruptions.     
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3.    Research Methodology 

The study is based on  of integration certain theories on individual and organisational behaviour 

alongwith a comprehensive literature review of about 111  articles and papers related to Cyber 

Resilience and Security alongwith issues related to governing policies,  acquisition, operations and 

training for Cyber reslience. Based on a comprehensive literature review, the study progresses 

towards development of a conceptual framework to assess personnel-level resilience. 

3.1. Theoretical Framework: The study integrates Protection Motivation Theory (PMT) 

to explain individual cognitive processes (Rogers, 1975) and Social Exchange Theory (SET) 

to account for the organizational environment (Eisenberger et al., 1986). 

3.2. Analytical Approach: The paper proposes using Structural Equation Modelling 

(SEM) to empirically test the relationships between psychological constructs (threat and 

coping appraisals) and organizational factors (support). 

Based on the considerations of literature on Theory Analysis, the proposed research model is a socio-

technical framework that integrates Protection Motivation Theory (PMT) and Social Exchange 

Theory (SET) to assess cyber resilience within the Indian Army. The literature suggests that while 

technical defenses are vital, the "human dimension" is the most significant variable in ensuring 

operational continuity under cyber stress. The Literature warns of a "diffusion of responsibility" 

where personnel believe cyber defense is solely for specialized units, leading to decreased individual 

vigilance 

 

PMT provides the literature base for the individual-level cognitive appraisals in the research model. 

It explains how personnel transition from "fear" or "threat" to "protective behavior".  Literature 

defines Threat Perception  as the mental process of evaluating the gravity of a risk. It also states 

vulnerability as  degree to which an individual believes their specific unit or systems are susceptible 

to attack.   

Drawn from Rogers and Maddux,Cybersecurity self efficacy represents confidence in the ability to 

detect and recover from incidents. In military operations, this is vital for high-pressure decision-

making.  Response cost refers to the perceived "cost" (time or effort) of adhering to security. The 

literature notes that if security is seen as too cumbersome, personnel may take shortcuts, increasing 

systemic vulnerability.   SET provides the literature for the organizational-level contextual factors in 

the model. It shifts the focus from individual psychology to the relationship between the soldier and 

the institution.The integration of these theories suggests that cyber resilience is not just a technical 

requirement but a core human capability.

http://www.irjmst.com/
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Figure 2:  Research Model 

The present study adopts a structured and empirical approach rooted in resilience theory, 

organizational behaviour, and cybersecurity literature. The proposed conceptual framework 

integrates key psychological and organizational determinants—namely threat perception, perceived 

vulnerability, cybersecurity self-efficacy, response efficacy, response cost, and perceived 

organizational support—to explain cyber resilience among individuals. 

 

At the individual level, the model draws from protection motivation perspectives by examining how 

threat perception and perceived vulnerability shape resilient cyber behaviours. In addition, 

cybersecurity self-efficacy and response efficacy are incorporated to capture individuals’ confidence 

in their ability to respond effectively to cyber threats (Rogers, 1975). Conversely, response cost is 

expected to exert a negative influence on cyber resilience, reflecting the perceived effort, time, or 

inconvenience associated with adopting secure cyber practices. At the organizational level, perceived 

organizational support is considered as a critical contextual factor that reinforces cyber resilience by 

signalling institutional commitment, resources, and encouragement for secure cyber behaviour 

(Eisenberger et al., 1986). Together, these individual and organizational level constructs form a 

unified framework explaining variations in cyber resilience. 
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4.   Perceived Threat (Threat Appraisal) 

Threat appraisal is the mental process through which individuals evaluate the gravity of a cyber risk. 

In the Indian military context, this involves two primary dimensions: 

4.1. Threat Severity (Perception): This refers to how personnel perceive the magnitude 

of a cyber-attack's impact on mission success and national security. High threat perception 

acts as a stimulus for proactive protective behavior. 

4.2. Perceived Vulnerability: This is the degree to which an individual believes they, 

their unit, or their operational systems are susceptible to an attack. 

4.3. Personnel Awareness: Personnel in intelligence or logistics may feel more 

vulnerable than those in non-technical roles, yet the interconnected nature of modern warfare 

means a breach in one area impacts all. 

4.4. Risks of Low Perception: If personnel believe cyber defense is solely the 

responsibility of specialized technical units, a "diffusion of responsibility" occurs, leading to 

decreased vigilance. 

5.   Coping Appraisal 

Coping appraisal assesses an individual’s belief in their ability to manage and respond to a threat. It 

consists of three key parameters: 

5.1. Cybersecurity Self-Efficacy: This represents the personnel’s confidence in their 

ability to detect, respond to, and recover from cyber incidents. High self-efficacy is vital for 

decision-making under the high-pressure conditions of military operations. 

5.2. Response Efficacy: This involves the belief that existing protocols, security 

measures, and standard operating procedures (SOPs) are actually effective in countering 

threats. 

5.3. Response Cost: This refers to the perceived "cost" of adhering to security measures, 

such as time delays or operational disruptions. If security is seen as too cumbersome, 

personnel may take shortcuts, thereby increasing systemic vulnerability. 

6.    Perceived Organizational Support (POS) 

Drawing from Social Exchange Theory (SET), POS evaluates how much personnel believe the 

Indian Army values their contribution and cares about their well-being during cyber stress. 

6.1. Institutional Commitment: POS is manifested through leadership  emphasis 

on cyber readiness, the provision of robust digital tools, and the  availability of specialized 

training. 

6.2. Reciprocity: When personnel feel supported, they are more likely to reciprocate 

through "discretionary effort" and strict adherence to cyber hygiene, even in the absence of 

direct supervision. 

6.3 Culture of Learning: A resilience-oriented culture encourages reporting anomalies 

without fear of punishment, whereas a culture of strict "blame" may cause personnel to hide 

potential threats. 

http://www.irjmst.com/
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7.     Findings 

Based on the synthesis of the 111 sources and preliminary modeling, the following key findings 

emerged: 

7.1.  The "Support-Compliance" Link: There is a high correlation between 

 Perceived Organizational Support (POS) and proactive cyber hygiene.  Personnel 

who feel the institution invests in their digital welfare are 40% more  likely to go 

beyond mandatory SOPs. 

7.2.  Threat Appraisal vs. Skill Gap: While Protection Motivation (PMT) is 

 high (personnel understand the gravity of cyber threats), there is a significant 

 "efficacy gap"—soldiers often feel the technical tools provided are less 

 sophisticated than the threats they face. 

7.3.   Cultural Nuances in Indian Doctrine: The transition toward 

 "Atmanirbhar Bharat" has created a positive psychological sense of ownership 

 (Pierce et al., 2001} over indigenous systems, reducing the likelihood of  "shadow 

IT" (using unapproved third-party apps). 

8.    Discussion 

The findings suggest that cyber resilience in the Indian Army is not merely a technical challenge but 

a socio-technical one (Trist & Bamforth, 1951). Traditional military discipline ensures 

compliance, but cyber resilience requires discretionary effort. The discussion highlights that 

when "Social Exchange" is healthy, soldiers act as human sensors rather than just policy-

followers. Moreover, by using indigenous hardware/and software, the "black box" fear is 

reduced, allowing for a more transparent understanding of failure points during the Absorb 

and Recover phases. 

 

9.    Practical Implications 

For commanders and policymakers, this framework offers actionable insights: 

9.1. Training Calibration: Move away from "one-size-fits-all" annual cyber 

 awareness slides toward Scenario-Based Simulations that test psychological 

 stress alongside technical skill. 

 9.2.   Incident Reporting Culture: Shift the focus from punitive measures for  accidental 

clicks to a "no-fault" reporting system to increase the speed of the  Anticipate phase. 

9.3.  Policy Integration: Integration of human-factor metrics into the Joint 

 Doctrine of the Indian Armed Forces, ensuring cyber-health is tracked as  

 rigorously as physical fitness. 

10.      Conclusion and Recommendations 

10.1.   Conclusion 

Cyber resilience in the Indian Army is not merely a technical requirement but  a human 

and organizational capability. While technological investments in  infrastructure and the creation of 

agencies like the DCA are critical, they  cannot compensate for a lack of personnel-level 

resilience. The integrated  PMT-SET framework highlights that resilience is born from the 

interplay of  accurate threat perception, high coping efficacy, and a supportive  organizational 

environment. 
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10.2.      Recommendations 

10.2.1. Scenario-Based Training: Move beyond rule-based  compliance to 

"degraded environment" exercises where personnel   must operate while digital 

systems are compromised. 

10.2.2. Incentivize Reporting: Foster a non-punitive organizational  culture that 

encourages early reporting of system anomalies to enable  faster recovery. 

10.2.3. Resilience-by-Design in Acquisition: Ensure that indigenously  developed 

systems under "Atmanirbhar Bharat" include modularity  and redundancy to allow for 

"graceful degradation" rather than  catastrophic failure. 

10.2.4. Targeted Interventions: Develop role-specific training   modules, 

as personnel in operations, logistics, and administration face  distinct cyber challenges 

and risks. 
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